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AN1386: Bluetooth Mesh Certificate-Based 
Provisioning 

This version of AN1386 has been deprecated. For the latest 
version, see docs.silabs.com.  

************************************************************************ 

Certificate-Based Provisioning (CBP) is defined in Bluetooth 
Mesh protocol specification version 1.1. CBP ensures that de-
vices joining a Bluetooth Mesh network are authentic. This au-
thentication method mitigates the risk of rogue devices joining 
the network by spoofing the identity of authentic devices. 

This application note describes how certificates are used to establish the authenticity 
of devices wishing to join a mesh network. 

KEY POINTS 

• Certificate-based provisioning
• Bluetooth Mesh protocol specification

1.1

https://docs.silabs.com/btmesh/latest/btmesh-certificate-based-provisioning/



