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KEY POINTS 

• Short introduction to Bluetooth mesh
security and replay attacks

• Sequence number and IV index
• IV Update procedure
• IV Index Recovery procedure
• Bluetooth mesh APIs for IV update and

recovery

AN1318: IV Update in a Bluetooth® Mesh 
Network 

This version of AN1318 has been deprecated. For the latest 
version, see docs.silabs.com.  

************************************************************************ 

This application note provides background information on the 
sequence number and IV index in a Bluetooth mesh network 
and the IV Update and IV Index Recovery procedures. It then 
discusses how to implement IV Update functionality in a 
Bluetooth mesh application. 

https://docs.silabs.com/btmesh/latest/btmesh-iv-update/



